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I. O0uue mosoxkeHus

1.1. Tlonmutuka wuHpopmanuoHHoi Oe3zonacHoctu (manmee — Ilomutuka WD)
MyHUIMIIaNBHOTO ~ OIOJKETHOrOo  00IeoOpa3oBarenbHOT0  yupexaeHus  «CpeaHss
obmieoOpazoBatenbHas mkona Ne7 mmenu I'epost Coserckoro Coroza B.X. Xasuera
3eNeHOI0NBCKOTO  MYHHUIIMIIATbHOTO paiioHa Pecnybnuku Tartapcran» (mamee —
VYupexaeHue) omnpenenser Lead M 3aJadyd CUCTeMbl oOecriedeHuss HMHPOPMaMOHHOU
0€30MacHOCTH W YCTAHABJIMBACT COBOKYIIHOCTh MpPaBWJI, TPEOOBaHMA M PYKOBOMISIIHUX
MPUHIIMIIOB B 00MacT HMH(POPMAIMOHHON 0€30MacHOCTH, KOTOPHIMH PYKOBOJICTBYETCS
VYupexieHne B CBOEH AEATEIBHOCTH.

1.2. Tlomutuka Wb yuWTHIBaeT COBPEMEHHOE COCTOSSHME W  Onwkaiiime
MEPCIIEKTUBBI Pa3BUTUSI WH(GOPMAIIMOHHBIX TEXHOJOTHA B YUpPEXKICHUH, IETH, 3aa4d U
MIPABOBbIE OCHOBBI HMX HKCIUIyaTallUW, PEKUMBI (DYHKIHOHHPOBAHMS, & TAKXKE COAEPIKUT
aHaM3 yrpo3 0e30MacHOCTH i OOBbEKTOB M CYOBEKTOB MH(OPMAIIMOHHBIX OTHOIICHUMN
Yupexnenus.

1.3. OOGecneuenne WHGOPMAINMOHHOW 0E30MaCHOCTH BKIIOUAET B celsi JII0OYyIO
JeSITeIbHOCTh, HAMPABJIEHHYIO Ha 3alIMTy UH(GOPMAaLIUU.

1.4. WudbopmanmonHas 0€301MacHOCTh Yupexnenus, 3aKJIH0YAETCS B
HEYKOCHHUTEJILHOM COOJIIOJICHUM BCEMHM COTPYJIHUKAMH YupexaeHus TpeOoBaHUU U
NPUHIUIOB, U3J10)KeHHBIX B [Tonutuke 1b.

1.5. Paspaborka Ilonutuku Wb, BHeceHwe uW3MEHEHHH U OOLIMI KOHTPOJIb
BBITNOJTHEHUSI TPeOOBaHMM MO 00ecIeYeHn0 HHPOPMALIMOHHON 0€30MacHOCTH Y UpexACHUS
OCYILECTBIISIETCS 3aMECTUTEIIEM TUPEKTOpPa N0 WH(OPMATH3AINH

1.6. TIloautuka WMB gBiusieTcs METOMOJIOTMYECKON OCHOBOM ISt OOecIIeueHUs
pexruMa WHOOPMAIIMOHHON 0€30MacHOCTH, CIY>)KHT PYKOBOACTBOM TIpH  pa3paboTke
COOTBETCTBYIOUIUX MOJIOKEHUH, MPaBUJI, UHCTPYKIUH.

1.7. Bce coTpyaHuku YUpexaeHUs OTBETCTBEHHBI 3a O0ECIEeUYeHHE BBHIMIOJHEHUS
TpeboBaHui HHPOPMAIIMOHHON O€30TMacHOCTH, onpeneisaeMbix B HacTosmel [Tomutuke Ub.

1.8. Tlonutuka Ub pa3zpaborana Ha OCHOBE HOPMATHMBHBIX U PACIOPSAUTEIBHBIX
JOKYMEHTOB B 00J1acTi MHpopManmoHHoi 6e3onacHoctu Poccuiickoit deneparui.



1.9. TIlomutuka Wb sBisercs AOKYMEHTOM, IOCTYIHBIM KaKIOMY COTPYIHUKY
Yupexnenust

1.10. JloxymeHTamu, JETAIA3UPYIOIUMU IIOJI0KEHUSA [Tonutukn Nb
IPUMEHUTENBHO K OJHOW MM HECKOJIBKMM 00JacTsM HH(MOPMALMOHHON 0€30MacHOCTH,
BHJAM W TEXHOJOTUSAM JEATEIBHOCTH YUpPEKICHUS, SBIAIOTCS YacTHBIE MOJIUTHKU I10
oOecrneyeHn0 UHPOPMAMOHHON 0€30MaCHOCTH, WHCTPYKIMH, METOJIUYECKUE MOCOOUs U
pPEKOMEHJallMK, KOTOpbIE SBISAIOTCS JOKYMEHTaMM 10 HH(POPMAIMOHHOW 0€30macHOCTH
BTOPOT'O YPOBHS .

2. O0beKTHI HHPOPMALMOHHOM 0€30IIACHOCTH

2.1. OcHOBHBIMH OOBEKTaMH WH(GOPMAIIMOHHOW OE30MacHOCTH B YUpPEKIACHUU
SIBIISTFOTCSL:

- uHbopMaMOHHass ~ WH(PACTPYKTypa, BKIIOYAIOMIas  TEXHUYECKHE U
IPOrpaMMHO-aNMapaTHble KOMIUIEKCHI, HH(OPMAIIMOHHBIE CUCTEMBbI, CUCTEMBI U CpPEACTBa
3alUThl HHPOPMAIMH, CUCTEMbl HM(MJIM) MOACUCTEMBl 00paOOTKH U aHaINU3a MHPOpMALUU
cpenctBa oOpabOTKH, TIepeaaun U OTOOpaKEeHUsI, B TOM UYKCIIE KaHaJIbl HH(POPMAIIMOHHOTO
oOMEeHa W TENeKOMMYHHUKAIIMU, OOBEKTHI W TOMEIIECHHUS, B KOTOPHIX Pa3MEIICHBl TaKue
CHCTEMBI.

- WH(POpPMAIIMOHHBIE PECYpPChl C OTPAHWYCHHBIM JOCTYIIOM, COCTAaBJISIOIINE
rOCyJJapCTBEHHYIO  TailHy, IepCOHaJbHbIE€  JaHHBIE, CBEACHHUA  OrPAHUYEHHOTO
pacmpoCcTpaHeHUs] WM HWHBIE YyBCTBHTEIBHBIC K CIy4allHBIM M HECAHKIMOHUPOBAHHBIM
BO3JCHCTBUASAM M HApPYIICHUIO HX O€30MacHOCTH WH(POPMAIMOHHBIC PECYpCHl, a TaKke
OTKpBITO pacrpocTpaHseMas HHpopmanus, HeoOXomumas A paboThl YupexaeHus,
HE3aBUCUMO OT (DOPMBI U BUJIA €€ IPEICTABIICHUS;

— npouecckl 00padoTku uHpopmanuu B ECKC Yupexaenus, tHGopMalnoHHbIE
TEXHOJIOTUH, PEeTJaMeHThl U MPOIEeAyphl BBOJA, cOOpa, 00pabOTKH, XpaHEHUs U Mepeaadn
uH(pOpMaLINH;

- MEPCOHAN Pa3padOTUYMKOB, IOJB30BATENCH CHUCTEM M OOCCIICUMBAIONIMIA €¢
cTaOmIbHOE PYHKIIMOHUPOBAHHE;

2.2. UWHdopmammonHas cpena YUpexkIeHHs, JOKAJIbHO-BBIUUCIUTENIbHBIE CETH
pa3HOTO YpPOBHS M KOMIUIEKCHI aBTOMATH3UPOBAaHHBIX paboOdMXx MecT, OObETUHEHHBIX B
€IMHYI0 CTPYKTYPUPOBAHHYIO CETb.

2.3. K oOCHOBHBIM O0COOEHHOCTSM HWH(OPMAIMOHHON cpenbl  YupexKIeHUs
OTHOCSTCS:

- Oo0bEeIMHEHHE B €AWHBIE CHUCTEMbl pPa3HOOOpPA3HBIX TEXHUYECKUX U
MPOrpaMMHO-aNMNapaTHBIX CPEICTB 00pabOTKU U repeaadn nHhopMaIum;

- pacuupenue cepsl UCIOIb30BaHUS MH(POPMALIMOHHBIX CUCTEM Y UpEXKICHUS;

- o0ObeIMHEHNE B  CIMHYKD  HMHQOPMAIMOHHYIO  Cpely  pas3iIuYHBIX
HEOTHOPOIHBIX MOAeNel HH(POPMALIMOHHBIX CUCTEM.

- paszHooOpa3ue penraeMpIX 3a/1a4 U TUIOB 00pabaThIBaEMbIX JaHHBIX, CIIOKHBIC
PEKMMBI aBTOMATU3UPOBAHHOM 00pabOTKN MHPOPMALINK;

- BXHOCTh U OTBETCTBEHHOCTh pEIICHUH, NPUHUMAEMBIX Ha OCHOBE
aBTOMAaTU3MPOBAaHHOU 00pabOTKH HH(pOPMAIUY;

- oObeIMHEHHE B €OUHBIX 0a3aX JaHHBIX WHGOpPMAIMH  PA3IUIHOTO
Ha3HAYEHUs, TPUHAAJIC)KHOCTH U YPOBHEH KOH(PHUICHINAIBHOCTH;

- HEOOXOAMMOCTh  OOECTHeUeHHs]  HEeMpepbIBHOCTH  (DYHKIMOHUPOBAHUS
YupexneHus;

- pa3zHoobOpa3ue, 3HAUMMOCTb U HHTEHCUBHOCTh HH(OPMAIIMOHHBIX IOTOKOB;



— pazHooOpasue KaTeropui MOJIb30BATEIIEH, pa3paboTINKOB u
o0ecrneynBarouiero nepcoHana MHPOPMAMOHHBIX CUCTEM.

2.4. 3ammre TOUICKHUT BCA UHPopManMs W HWHPOPMAIMOHHBIE PECYPCHI,
LIUPKYJIUpYIOIKEe B YUPEKACHUN, HE3aBUCUMO OT €€ MPEJICTABIECHUS U MECTOHAXO0XKIECHUS
B ECKC Vwupexnenus.

3. Hean wm 3aga4d JeATEIBLHOCTH MO o0OecnedyeHUI0 WHGOPMAMOHHOI
0e30MacHOCTH

3.1  OcHOBHOW IENbIO JEATEILHOCTH IO oOecrnedYeHn0 WH(POPMAIIMOHHON
0€30MacHOCTH YUpexICHHS SIBIISETCS 3allUTa 00bEKTOB MH(GOPMAIIMOHHON 0€30MacHOCTH
VYypexaeHus: OT BO3MOKHOIO HAHECEHUSI MaTe€pUaIbHOTIO, (PU3NYECKOr0, MOPAJIIBHOTO WU
MHOro yuep0a, MOCPEICTBOM CIIy4allHOrO WM MPEAHAMEPEHHOTr0 BO3JCHCTBUS Ha
uH(poOpMaINIO, €€ HOCUTEeNeH, mpolecchl 00paboOTKU W Tepenadyn, a TaKKe MHUHHUMH3AIUs
YpOBHA HH(OPMAIIMOHHON O€30MMaCHOCTH IPYTUX YIPO3.

3.2  OCHOBHBIMH 3aJladyaMH JESTEIBHOCTU IO 00€cleueHu0 HHQPOPMaIMOHHON
0€30MMaCHOCTH SIBJISIFOTCS:

- CBoeBpeMeHHOE BBISIBJICHHE, OIIEHKAa U MPOTHO3UPOBAHHE UCTOYHUKOB yTPO3
MH(OPMALIMOHHON 0€30MacHOCTH, MPUYUH U YCIOBUH, CHOCOOCTBYIOIIMX HAHECEHUIO
yiiep0a, HapyIIeHUI0 HOPMAJIBbHOTO (DYHKIIMOHUPOBaHUA OOBEKTOB HHGOPMAIMOHHOM
0€30MacHOCTH Y UpeKICHUS;

- Coznanue MexaHM3Ma ONEPaTHBHOTO PEarupoOBaHUs HA Yrpo3bl O€30MaCHOCTH
nH(OPMAIINY U HETAaTUBHBIC TEHACHIINH,

- Coznanue yclioBUW I MUHUMU3AIMK U JOKAJIU3AIMK HAHOCUMOTO yIiiepOa
HEMPABOMEPHBIMH  JTEHUCTBUSAMU (U3MUECKHX M  IOPUIUYECKUX JIHI, OclablieHue
HETaTUBHOTO BJIMSHUS MW  JIUKBUAAIMU TOCJIEACTBUH  HapylIeHUS 0e30MacHOCTH
uH(pOpMaLINH;

- 3amura OT BMEIIATEIbCTB MOCTOPOHHUX JIMI B Mpolecc (PyHKIIMOHUPOBAHUS
00BbeKTOB MH(GOPMAITMOHHOM 0€301aCHOCTH Y UpeiKICHNS,

— Pasrpannuenue goctyna mosib3oBaTened K oO0bekTaM HMHQPOpPMaLMOHHOU
0€30MMacHOCTH ¥ UHBIM pecypcaM Y upekIeHUs;

- ObecnieueHne  ayTeHTU(UKAIMM  [OJIb3OBaTeNield,  y4yacTBYIOUIMX B
WH(OPMAIIMOHHOM OOMEHE;

— 3amura OT HECAaHKIMOHUPOBAHHOW Moaudukaruu ucnoiabdyembix B ECKC
VYupexJeHuss  OporpaMMHBIX  CpPEICTB, a  TakXkKe  3aluTy OT  BHEJIPEHUs
HECaHKI[MOHUPOBAHHBIX MPOTPAMM, BKJIIOUYAsi KOMIIBIOTEPHBIE BUPYCHI;

— 3amuty WHGOPMAIMM OTPAHUYEHHOTO TIOJMB30BAaHUA OT YTEUKH TIO
TEXHUYECKUM KaHajlaM Mpu ee 00paboTKe, XpaHSHUH U TIEpeiauu M0 KaHallaM CBSI3H;

- Obecnieuenne OecriepeOOHOrO (YHKIIMOHUPOBAHUS  KPUNTOrpadhUUIECKUX
CPEJICTB 3alIuThl HHGOPMAITUH.

3.3 IlocraBnenHas 1menb 3alUTHI U PEIICHUE IEPEUNCICHHBIX 3a1a4 JOCTUTAIOTCS:

— YyeroM Bcex MOMIEKAINMX  3alUTe OOBEKTOB  HMH(POPMAIMOHHOU
0€30MacHOCTH Y UpeKICHUS;

- Perucrpanuein B KypHamax JACUCTBUM IIEPCOHANA, OCYIIECTBIISIOLIETO
obOcnyxuBaHue U Mou(uKaino 00beKTOB HH(DOPMAITMOHHON 6€301aCHOCTH

- [TomHOTOM, peanbHON BHINOTHUMOCTBIO M HEIPOTUBOPEUHBOCTHIO TPEOOBaHUN
OPraHU3aIlMOHHO — PACHOPSAUTENBHBIX JOKYMEHTOB YUpPEeXACHHS TI0 BOMpPOCaM
oOecrneyeHust 0€30MacHOCTH UHPOPMALUY;



- [loaroToBKOM JOKHOCTHBIX JIML, OTBETCTBEHHBIX 3a OpPraHU3aLUI0 U
OCYILECTBJIICHUIO  NPAKTUYECKUX  MEpONpUATUH 1o  oOecrneueHuto  0e30MacHOCTH
WH(pOpMaIUK U MPOIECCOB € 00padOTKH;

- Hanenennem KaXaoro mosb30BaTeisi ONTUMAIbHO-HEOOXOAMMBIMM IS
BBITIOJIHEHUS! UM CBOMX (PYHKIMOHAJIBHBIX OOS3aHHOCTEM MOJIHOMOYHUSMH IO JOCTYIY K
MH(OPMALIMOHHBIM pecypcaM Y UpeKIeHMS;

- YeTKUM 3HaHUEM U CTPOTUM COOJIIOJIEHUEM BCEMH MOJIb30BATEISIMU OOBEKTOB
MH(OPMALIMOHHON  O€30MacCHOCTH  YUpeXJeHHUA TpeOOBaHMW  OPraHU3allMOHHO  —
pacnopsIuTeNbHbIX JOKYMEHTOB 110 BOlpocaM o0ecrieueHus: 0e30nacHOCTH UH(OpMaluy;

- [lepcoHanbHOM OTBETCTBEHHOCTHIO 3a CBOM JCHCTBUS KaXKJI0TO COTPYJIHHKA, B
paMKax CBOMX (PYHKLIHMOHAJIBHBIX OOS3aHHOCTEM HMEIOIEro JOCTYIl K OOBEKTOB
MH(POpPMAIMOHHON 6€30M1aCHOCTH Y UpexACHNUS;

- [IpuMmeHeHneM QU3NYECKHMX U TEXHUYECKHX CPEJICTB 3alUThl OOBEKTOB
MH(OPMALIMOHHON 0e30MacHOCTH YUpeXIACHUS M HENpepbIBHON aJIMUHUCTPATUBHOU
MOJJIEPIKKON UX MCIOIb30BaHUS

— OddeKTUBHBIM  KOHTPOJEM  Haja  COONIIOACHHEM  MOJb30BaTEISIMU
MH(OPMALIMOHHBIX PECYpCcOB YUpexaAeHHs TpeOOBaHUU MO 0OecnedeHH0 0e30MacHOCTU
nHpopMaIum.

4. OcHoBHBIE YIPO3bI 0€30IIACHOCTH HH(POPMALKMHU B YUYpPEKICHUHU

4.1 Tloxg yrpo3amu 0€30MacHOCTH HH(MOpPMAIMK B YUpEKJACHUH HNOHUMAETCS
MOTEHIIMAJILHO BO3MOKHbIE HETaTUBHBIE BO3/ICHCTBHS HA 3alIUIAEMYI0 HHPOPMALIUIO.

4.2  OCHOBHBIMH MCTOYHHKAMHU YTPp0o3 0€30MacHOCTH WH(POPMAIH B Y UpEKICHUST
SABIISIOTCSL:

- Henpennamepennsie, T.e. NEHCTBUS, BBI3BAHHBbIE HEKOMIIETEHTHOCTBHIO WIIN
XaJIATHOCTBIO TI0JIb30BaTeNel (IepcoHana);

- [IpenHnamepeHHbIe, T.€. JEHCTBUS, BbI3BAaHHBIE 3JIbIM YMBICIIOM, HE3aBHUCHUMO
OT TOro, BHEIIHUM WIM BHYTPEHHHUM OTHOCUTEIBHO OOBEKTOB HWH(POPMAIMOHHON
0€30MacHOCTH YUpPEeXACHUS SIBISIETCS UCTOYHUK YIPO3BI;

— Ommbku, JomylleHHble Tpu  pa3paboTKe  KOMIIOHEHTOB  OOBEKTOB
WH(MOPMAIIMOHHOW 0e30macHOCTH YUpeXJIeHHWS W WX CHUCTEM 3alluThl, OIMOKH B
MPOrpaMMHOM 00ecrieYeHNH, OTKa3bl U COOM TEXHUYECKUX CPEJICTB;

- ABapuu, CTUXUITHBIE O€CTBUSL.

4.3 CorpynHukd  YUpexJeHHUs,  3apeTUCTPUPOBAHHBIE  KaK  JIErajbHbIE
nonb3oBatenu ECKC VYupexnenuss win oOCTyXUBAIOIIME €€ KOMIIOHEHTHI, SIBJISFOTCS
BHYTPEHHUMH HCTOYHUKAMH CIy4YalHBIX BO3JCHCTBHUS, T.K. UMEIOT HENOCPEACTBEHHBIN
J0CTYyN K mporieccam 00paboTku MHGPOPMAIlUM U MOTYT COBEpIIATh HEMpeIHaMEpeHHbBIC
OIMOKY 1 HapyIIEHUS IEUCTBYIOIUX MTPABHII, MHCTPYKIUNA, PErIaMEHTOB;

4.4  Bo3MOXHbBIE NYTH pEaTU3alMM HENPEIHAMEPEHHBIX Yrpo3 Oe30MacCHOCTH
YupexneHus:

- HeywmbinuieHHblE E€HCTBHS, NPHUBOJAIIME K YAaCTUYHOMY WM TOJHOMY
HapyueHUI0 (YHKIHOHAIBHOCTH KOMIIOHEHTOB 00bEKTOB MH(POPMALIMOHHON 6€3011acCHOCTH
VYupexaeHuss Wiv pa3pyuieHUI0 HH(MOPMAIMOHHBIX WJIM HPOrpPaMMHO — TEXHUYECKHUX
peCypcoB;

- HeoctopoxHbie AecTBUI, NpUBOIAIIME K pasMialleHuio HHGOpMaluu
OTrPaHMYEHHOTO PACIIPOCTPAHEHUS;

- Pasrnamenue, nepenaya uin yrpata aTpuOyTOB pa3rpaHUyeHUs JOCTYIA;



- WUrHopupoBaHue  OpraHM3allMOHHBIX  OTpaHUYEHHH 1npu  pabore ¢
MH(GOPMAIMOHHBIMU pECypcamy;

- [IpoekTrpoBaHUE APXUTEKTYpPbl CHUCTEM, TEXHOJIOTMA OOpabOTKH JaHHBIX C
BO3MOKHOCTSIMH, IPEJICTaBISIIOIIMMU  ONAacCHOCTh I  (PYHKLIMOHUPOBAHUS OOBEKTOB
MH(pOpPMAIMOHHON 6€30MacHOCTH YUpekaeHHs U 0€30I1acHOCTH MH(pOpMaLuy;

- [lepechblika JaHHBIX O OIIMOOYHOMY ajpecy (yCTPOUCTBY);

- BBoj omm6oyHbIX JaHHBIX;

- HeywmbinuienHnas nopua Hocutenel HHPOpMaluu;

- HeywmblinuieHHOE IOBPEKIEHUE KaHAIOB CBA3H;

- HenpaBomepHoe oTkitoueHHe OOOpPYJOBaHMS WM W3MEHEHUE PEXHMOB
paboTHl yCTPOUCTB WK MPOTPAMM;

- 3apaxeHue KOMIIbIOTEPOB BUPyCaMU;

- HecankimonupoBaHHble 3aIlyCK TEXHOJOTHYECKHUX IPOrpaMM, CHOCOOHBIX
BbI3BaTh MOTEPI0 PabOTOCIOCOOHOCTH KOMIIOHEHTOB HH()OPMALMOHHBIX CHUCTEM WIIU
OCYIIECTBJIIONINX B HUX HEOOpAaTUMbIE U3MEHEHUS;

- HekoMmnereHTHOE  HCMONB30BaHUE, HACTpOWKa WM  HEMpPaBOMEPHOE
OTKJIFOUEHHUE CPEJICTB 3aIlUTHI.

45 Bo3MoxHblE NyTH peanu3aluyd NpeJHAMEpPEHHBIX Yrpo3 0e30MacHOCTH
YupexneHus:

- VYMBIIITIEHHBIE JE€WCTBHS, NPUBOJALIME K YACTHYHOMY WIH IOJHOMY
HapyUEHUIO (PYHKIUOHAIBHBIX KOMIOHEHTOB OOBEKTOB MH(MOPMALIMOHHON 0e30macHOCTH
Yupex IeHUSIMIIN  pa3pylIeHHI0 MHQOPMAMOHHBIX WJIH TMPOTPAMMHO — TEXHHYECKUX
pECYpCOB;

— HeiicTBust o JI€30praHu3alu (yHKIMOHUPOBAHUS 00BEKTOB
MHGOpPMAIIMOHHONW 0e30MacHOCTH YUpeXJIeHUsl XUIIEHHWE JIOKYMEHTOB U HOCUTesel
uH(pOpMaLINH;

— HecanknumonnpoBanHoe  KONMPOBaHWE  JOKYMEHTOB M HOCHUTENEH
nH(pOpMaLIMK; YMBIIIJIEHHOE CKakeHne nHpopmanu. BBo HEBEpHBIX JaHHBIX;

- OTkmroueHue  WIM  BBOJ M3 CTpOS  MOJCHUCTeM  oOecreueHus
(GyHKIMOHUPOBaHUS 00BEKTOB MH(OPMAIIMOHHON 0€30MacCHOCTH Y UpeKIeHUs;

- IlepexBar JaHHBIX, IEPEJABAEMBIX 10 KAHAJIAM CBSI3U U UX aHAJIM3;

— XulieHue Npou3BOACTBEHHBIX OTXO/IOB,;

- He3zakonHoe noiy4yeHune aTpuOyTOB pa3rpaHuyeHus JOCTYTIIa;

- HecankunoHupoBaHHbIH ~ JOCTYm K OOBEKTOB  HH(POPMAIMOHHOU
0€30MacHOCTH YUpexIeHUs ¢ padouMX CTaHIIU JIeraJIbHbIX MOJIb30BaTEINIECH;

- XuIleHne WM BCKPBITHE IU(PPOB KPUITO3AIUTH HH(OPMALIUY;

— Buenpenue amnmapaTHBIX MM MPOTPAMMHBIX 3aKJIAJO0K C IEJIbIO0 CKPBITHO
OCYIIECTBJIATh  JOCTYNl K HH(OPMAIMOHHBIM  pecypcaM HMIM  Je30praHu3alnu
(GYyHKUMOHUPOBAHUS ~ KOMIIOHEHTOB ~ OOBEKTOB  MHGOPMAlMOHHOM  0€30MacHOCTU
YupexnaeHus;

- He3akonHoe wucnonp3oBaHue 00OpYyJOBaHMS, NPOTrPaMMHBIX CpPEICTB WU
MH(OPMALIMOHHBIX PECYPCOB.

4.6  Bo3MoOXHbIE TyTH peau3allii OCHOBHBIX €CTECTBEHHBIX YIpo3 0€30MacHOCTH
YupexnaeHus:

- Brixon u3 ctpost 060pynoBanus 00beKTOB HHPOPMAIIMOHHON 0€30MacHOCTH U
o0opyaoBaHUs oOecrieueHns UX PYHKIIMOHUPOBAHUE;



- Brixoa U3 cTpos UM HEBO3MOKHOCTh MCIOJb30BaHUs JIMHUN CBS3H;

- [Toxxapel, HABOAHEHHUSI U IPYTHE CTUXUHHBIE O€CTBUSI.

4.7 Hapymwurenb — JUI0, KOTOPO€ MPEANPHUHSIO TMOMNYTKY BBIMOJTHEHUS
3anpenieHHbIX IeHCTBUIM M0 OUTMOKE, HE3HAHUIO WJIM OCO3HAHHO CO 3JIBIM YMBICIIOM K 0€3
TaKOBOT'O ¥ MCHOJIB3YIOIIEE JAJIsl TOTO Pa3Iu4YHbIe BO3MOKHOCTH, METO/IbI U CPEJICTBA.

4.8  3J0yMBIIUICHHUK — HAPYLIUTENb, TEHCTBYIONIMI HAMEPEHHO U3 KOPBICTHBIX,
UJEHHBIX W UHBIX MO0YXICHUI.

4.9 Cucrema obOecrnieueHuss WHOOPMAIMOHHON 0€30MaCHOCTH Y UPEKICHUS
JOJDKHA CTPOUTHCS HUCXOJ U3 TPEANOJIOKEHHH O BO3MOXHBIX THUIAX HApyUIUTENEH U
3JIOyMBIIIJIEHHUKOB B CUCTEME.

4.10 HexommeTeHTHBIH MOIB30BATENb — COTPYIHUK YUPEKACHUS HUCHOIB3YIONIHA
TOJBKO IUTAaTHBIE CPEACTBA,, KOTOPBIM MOXET NPEANPUHHUMATh IONBITKA BBIIOJIHEHHS
3alpelIeHHbIX JEUCTBUM, JOCTynma K 3allUIIaeMbiM OOBEKTOB HMH(POPMAIIMOHHOM
0€30MacCHOCTH YUpEeXACHHUS C MPEBBILIEHUEM CBOMX IOJTHOMOYM, BBOJIAa HEKOPPEKTHBIX
JTaHHBIX, HAPYIIIEHUS MIPABUII U PETJIAMEHTOB pabOoThI ¢ UHPOpMAIUEH U T.1.

411 JwoOutenb — COTPYIHUK YUpEKICHHUS, MbITAIOUIUICS HApyIIUTh CUCTEMY
3alUThl 0€3 KOPHICTHBIX LIEJIEH WU 3JI0T0 YMbICHA. J[Jis mpeo oiaeHus] CUCTEMBI 3alllUThl U
COBEpILECHUS 3alpelleHHbIX JIEUCTBUH OH MOXET UCIOJIb30BaTh pPa3Iu4YHble METOMbI
MOJIyYEHUs JIOTIOJIHUTENbHBIX TMOJHOMOYMH JOCTyna K pecypcaMm, HEIOCTaTKu B
MIOCTPOECHHUE CHUCTEMBI 3alllUThl U JOCTYIHBIE €My IITaTHbIE cpenctBa. [loMuMo 3TOrO OH
MOXET TMOMNbITAThCA HMCIOJIb30BaTh JOMOIHUTEIbHBIE HEIUTATHBIE WHCTPYMEHTAJIbHBIE U
TEXHOJIOTUYECKHE IPOrPaMMHBIE CPEJICTBA, CAaMOCTOSATENBHO pa3pabOTaHHBIE MPOTrPaMMBbI
WIM CTaHJAPTHBIE TOMOJHUTEIbHBIE TEXHUUECKHE CPECTBA.

4.12 BHyTpeHHHI 3JO0YMBIIUICHHUK — COTPYAHUK YUpEXKICHUS, ACHCTBYIOMINNA
LeJICHANPABIEHHO U3 KOPBICTHBIX UHTEPECOB. MOXET MUCIOIB30BaTh BECh HAOOP METOJIOB U
CPEICTB B3JIOMa CHUCTEMBI 3alllUThI, BKJIIOUYas areHTypHbIE METOJbl, NTaCCUBHBIE CPEJCTBA,
METOAbl U CPEJICTBA AKTUBHOTO BO3JCHUCTBHS, a TAaKK€ KOMOMHAIMUA BO3ACHCTBUMN, Kak
W3HYTPH, TaK U U3BHE Y UPEKICHUS.

4.13 BHemHWil  3MOyMBINIJIEHHUK —  TOCTOPOHHEE JIMIO, JCHCTBYIOIIEE
LeJIeHANPaBIECHHO U3 KOPBICTHBIX UHTEPECOB. MOXKET UCI0JIb30BaTh BECh HAOOP METO/IOB U
CPEICTB B3JIOMa CUCTEMBI 3alllUThI, BKJIIOUas areHTypHbIE METOJbl, NTaCCUBHBIE CPEICTBA,
METOJIbI M CpEJICTBA aKTUBHOTO BO3JEHCTBHUA, a TaKKe KOMOWHAIIMHM BO3JCUCTBHIA, Kak
W3HYTPH, TaK U U3BHE Y UPEKICHUSI.

4.14 K BHYTpEHHUM HApYyIIUTEJIEM MOTYT ObITh OTHECEHBI JHIA M3 CIEAYIOLIUX
KaTerOpUi COTPYAHUKOB Y UpPEKICHUS:

— 3apeructpupoBanHbie nosb3zoBaTen ECKC Yupexnenus

— CotpynHuku  YUpexJeHus, He SBJSIOMHUECS 3aperucTpUPOBAHHBIMU
MoJIb30BaTeNsIMU U He aonyiieHHbsle Kk pecypcam ECKC, HO umeromye 10CTyn B 3/JaHUE U
MTOMEIICHUS;

- [lepconan, obecneunBaOmuil 0OCTY>KUBAHUE TEXHUYECKHE CpeACTBa
00BbeKTOB MH(GOPMAIITMOHHON 0€30MaCHOCTH Y UPEIKICHUS.

- CnenuanucTsl, 3aJeWCTBOBAaHHbIE B  CONPOBOXIEHUU MPOTrPaMMHOIO
o0ecIIeYCHHS

415 BHenrHUM HApYNIUTEIEM MOXKET OBITh JIUIO U3 CIETYIONINX KaTerOpuii:

- YBoJIEHHBIE COTPYAHUKH Y UPEKACHUS;

- [IpeacraButrenn  opraHus3anui, B3aWMOJCWUCTBYIOIIMX IO  BOIPOCaM
TEXHUYECKOro o0ecredeHus: Y UpeKIeHHs;



— IloceTturenu;

- UsteHbl IPECTYIHBIX OPraHU3aLNT;

— JIuma, cimydaiiHo wnm ymbinuieHHO npoHukimue B ECKC Vupexaenus us
BHEIIHUX TE€JIEKOMMYHHUKAIIMOHHBIX CeTel (XaKepbl).

S. OcHOBHbIe NPUHHUOMIBI NOCTPOEHHS CHCTeMbI HH(OPMALUOHHOI
0€30MaCHOCTH YYpe:KIeHusl

5.1 3akoHHOCTS.

[IpenmnonaraeT OCYLIECTBICHHE 3alIUTHBIX MEPONPUSATUH U pa3pabOTKy CHCTEM
O6e3omacHoCcTH  MHGOpMAaUU  YUPEKICHUS B  COOTBETCTBUM C  JICWCTBYIOIIUM
3aKOHOJATENIbCTBOM B 00JIacTU HMH(POPMAIMOHHBIX TexHoJoruid. Bce monb3oBaTenu
00BEKTOB MHPOPMALIMOHHON 0€30MacHOCTH YUpeKIEHUS JOJKHBI UMETh IMPEACTABICHUE
00 OTBETCTBEHHOCTH 3a NpPaBOHAPYLIEHUS B 00JIaCTU HH(OPMAIMOHHBIX TEXHOJOTHUU.
Peanuzanus ngaHHOrO TNpUHIMIA HEOOXoAMMa [UIS 3allUThl HWMEHU U pemyTaluu
YupexneHus

5.2  CHuCTeMHOCTb.

[Ipenmomaraer  ydeT  BCeX  B3aMMOCBS3aHHBIX,  B3aUMOJICHCTBYIOLIUX |
W3MEHSIIOIINXCS BO BPEMEHU 3JIEMEHTOB, YCIOBUHN U (aKTOPOB, 3HAYUMBIX JIJIsl TIOHUMAHUS
U peuieHuss mpoOiembl oOecnedeHHus 0e30MacHOCTH OOBEKTOB HMH(POPMAIMOHHON
6e3omacHocTy YupexaeHus. [Ipu coznaHum cucteMbl 3alUThl JOKHBI YUUTHIBATHCS BCE
cnabple W Haumboyiee YsA3BHUMBIE MecTa OOBEKTOB HMH(POPMAIMOHHOW O€30MacHOCTH
VYupexknenus. Cucrema 3alllUThl JTOJDKHA CTPOUTHCS C YYETOM BCEX M3BECTHBIX KaHAJIOB
MPOHUKHOBEHHMSI W HECAHKIMOHHUPOBAHHOTO JOCTyNa K HMHPOPMAaUU MU C YYETOM
BO3MOYKHOCTH TOSIBJICHUS PUHIIUIIAATIBFHO HOBBIX MTyTEeH peanu3aiuu yrpo3 6€30MacHOCTH.

5.3 KomMrereHTHOCTD.

[IpenmnonaraeT NpUMEHEHHWE PA3HOPOAHBIX CPEACTB 3alIUTHl MPU MOCTPOCHUU
LEJIOCTHOM CHCTEMBI 3alIUThl, IEPEKPHIBAIOIIEH BCE 3HAUMMBIE KaHabl peai3allii yrpo3
U HE coJieprKallel ciaObIX MECT Ha CTBIKAX €€ OTJENbHBIX KOMIIOHEHTOB. 3allUTa J0KHA
CTPOUTHCS IIETOHUPOBAHO. .

5.4  HemnpepbIBHOCTb U LIEJIOCTHOCTh 3aILIUTHI.

DTO mpouecc, OCYLIECTBIsEMbId pPYKOBOACTBOM YupexiaeHus, Otnenom u
COTPYJHUKAMM CTPYKTYPHBIX MOJpa3elIeHNI, KOTOPHII JOJKEH MMOCTOSHHO UATH Ha BCEX
YPOBHSIX BHYTpHU YupexaeHusd. Kaxnaplii COTpYIHHUK YUpEKICHUs NOHKEH NPUHUMATHCS
ydactue B O3TOM mpouecce. JlesTenbHOCTh MO oOecnedeHuo HHPOpMaluOHHON
0€30IaCHOCTH SIBJIIETCS COCTABHOM YaCThIO TTOBCETHEBHOM JICATEIILHOCTH Y UPESHKICHHMS.

5.5  CBOEBpPEMEHHOCTb.

Hocut ympexpatomuii xapaktep Mep oOecreueHus 0e30MacHOCTH WH(OpMaIuu.
Pa3zpaboTka crcTeMbl 3alUTHI JOJDKHA BECTUCH MapajlieIbHO C pa3paboTKOW M pa3BUTHEM
caMOM 3allMIIaeMOil CHUCTEMBI. DTO TMO3BOJHUT Yy4YeCThb TpeOOBaHMS O€30MacHOCTH TpHU
MPOEKTUPOBAHUU APXUTEKTYpbl U, B KOHEUYHOM cyeTe, co3aaTh Oosiee 3P ¢eKTUBHBIC
CUCTEMBI, 00J1a/1al0IIKEe JJOCTATOYHBIMU KOMIIETEHIUSIMHU.

5.6 IIpeeMCTBEHHOCTH M COBEPILIEHCTBOBAHUE.

[Ipenmnonaraer MNOCTOSHHOE COBEPILIEHCTBOBAHME MEpP U CPEACTB  3aILUTHI
MH(pOpPMAIMM HAa OCHOBE MPEEMCTBEHHOCTH OPTraHU3alMOHHBIX M TEXHUYECKUX PEIICHMI,
KaJpoBOTO  COCTaBa, aHaiuu3a (YyHKIMOHUPOBAHUS OOBEKTOB  MH(POPMAIIMOHHON
0e301acHOCTH YUpEeXKJEHUSI U CUCTEMbI €€ 3allUThl C yYeTOM HM3MEHEHUH B METOAax U



CpelICTBax IlepexnBaTa MHPOpMALMU, HOPMATUBHBIX TPEOOBAHMI 10 3aIUTE, JOCTUTHYTOTO
OTEYECTBEHHOTO U 3apyOEKHOT0 OIbITA B 00J1IaCTH MH(POPMALIMOHHBIX TEXHOJIOTUH.

5.7  PazymHasi J0OCTaTOYHOCTb.

[IpenmonaraeT COOTBETCTBUME YpOBHS 3aTpar Ha oOecrieyeHUE O€30MaCHOCTH
nHpopMalUM K BEIMYMHE BO3MOXKHOTO YyiiepOa.. Co3gaTh aOCOIIOTHO HEMPEOAOIUMYIO
CHUCTEMY 3allUThl MNPUHLUIIMAIBHO HEBO3MOXHO. [loka wuHpopmanus HaxoguTcs B
oOpallleHnH, NPUHUMAEMble MEpPhl MOTYT TOJBKO CHHU3UTh BEPOSITHOCTh HEraTHUBHBIX
BO3JICHCTBUM, HO HE UCKIIIOUUTh UX MOJHOCTHIO. [Ipy 1OCTATOYHOM KOJIMYECTBE BPEMEHU U
CPEICTB — BO3MOXKHO, IPEOI0JIETH JT00YI0 3amuTy. [103TOMYy HMeeT cMbIca paccMaTpuBaTh
HEKOTOPBII NpUeMIIEMBbI ypOBEHb 00ecieueHnsl 6e30MacHOCTH.

5.8 IlepconanbHas OTBETCTBEHHOCTb.

[IpenmonaraeT BO3J0KEHUE OTBETCTBEHHOCTH 3a o0ecnedeHre Oe30MacHOCTH
uHbOpMallMM U CHUCTEMBbl ee O00pabOTKM Ha KaXJOro COTPYJHUKAa B IHpeJesiax ero
MOJIHOMOYM. B COOTBETCTBUU € 3TUM MPUHLMIIOM pacHpelesieHue NpaB U 00sg3aHHOCTEN
COTPYJIHUKOB CTPOUTHCS TaKUM O0pa3oM, YTOOBl B ciyyae JOOOro HapylIeHUs Kpyr
BUHOBHUKOB OBLT YETKO M3BECTEH WJIH CBEICH K MUHUMYMY.\

5.9  Onrumusanus IOJIHOMOYHI.

[Ipenmnonaraer mpenocTaBiI€HHE MOJb30BATENSAM ONTHUMAIbHBIX IpaB JOCTyIa B
COOTBETCTBUU CO CIy’)keOHO HeoOxoaumocThio. [loctynm Kk uHQOpManuu 1OJKEH
IIPEIOCTABIATHCS TOJIBKO B TOM CiIy4yae U 00beMe, KOrjia 3T0 HeOOXOUMO COTPYIHUKY IS
BBITIOJIHEHUS €0 JOHKHOCTHBIX 003aHHOCTEH.

5.10 HckiroueHue KOHMINKTa HHTEPECOB.

[Ipennonaraer dYeTrkoe pasaesieHue OOS3aHHOCTEW COTPYAHHUKOB M HCKJIIOUYEHUE
CUTYyaluii, Korjna cdepa OTBETCTBEHHOCTH COTPYIHUKOB JOMYCKaeT KOH(MIMKT MHTEPECOB.
Cdeppl mOTEHUMANBHBIX KOH(MIMKTOB JIOJKHBI BBISBIATHCA, MHHHUMH3UPOBATHCS, U
HaXOJUThCS TOJ CTPOIMM HE3aBUCHUMBIM KOHTposieM. Peanuzanus JaHHOrO NpUHLUIIA
MIPEAIONAraeT, YTO HE OJHWH COTPYAHHK HE JOJDKEH MUMETh IOJHOMOYMH, MO3BOJISIFOLIMX
€My €IMHOJMYHO OCYILECTBIAThH BHIMOIHEHHE KPUTUYHBIX OlEepaluil.

5.11 BzauMojelcTBHE U COTPYIHUYECTRBO.

[Ipennonaraer co3nanue OIArONPUATHOW aTMOC(ephl B KOJJIEKTUBAX CTPYKTYPHBIX
nojapasfeneHnii. B Takoil 00CTaHOBKE COTPYIHUKH JOJIKHBI OCO3HAHHO COOJIIO/IATh
YCTAaHOBJICHHBIE MTPAaBUJIa U OKa3bIBaTh comercTBue Otneny. Bee cotpyanuku YupexaeHus
JOJKHBI IOHUMATh CBOIO POJIb B Ipoliecce odecrneyeHus THPOpMalnoOHHOW 0e301acHOCTH
Y IPUHUMATH B 3TOM Y4YacTHE B 3TOM IPOLECCE.

5.12 T'mOKOCTh CHCTEMBI 3aIUTHI.

[Ipenmonaraer  cHOCOOHOCT, ~ CHUCTEMBI  obOecrieuyeHuss  UH(GOPMALMOHHOM
0€30I1acCHOCTH pearupoBaTh HAa HW3MEHEHUS BHELIHEH Cpeabl M YCIOBHH OCYIIECTBICHUS
YupexaeHus: CBOEH JIESITEIbHOCTH.

5.13 IlpocroTa NpUMEHEHHUS CPEICTB 3AIIUTHI.

[IpenmnonaraeT MHTYUTHUBHO MOHATHBIE U MPOCTHIE B MCIOJIb30BAHUU MEXAHU3MBI U
METObI 3aluThl. [I[puMeHeHne cpecTB U METOJIOB 3aIMTHI HE JTOJDKHO OBITH CBS3aHO CO
3HAHHMEM CIIELUAJIbHBIX S3bIKOB UJIU C BBIMOJIHEHUEM JIEUCTBUM, TPEOYIOIUX 3HAUUTEIbHBIX
JOTIOJIHUTENFHBIX  TpyAO3aTpaT  MNpu  OOBIYHOM  paboTe  3aperucTpUpOBAHHBIX
MOJIb30BaTeNeH, a TakKe HE JOJHKHO TPeOOBaTh OT IMOJIB30BATENS BBITOJHEHHUS PYTHHHBIX
MaJIONOHATHBIX EMY ONEPALIUM.

5.14 OO00CHOBaHHOCTbH M TEXHHUYECKAsI PEATH3yEeMOCTb.



[Ipenrmonaraer peanu3anuio Ha COBPEMEHHOM YPOBHE pPa3BUTHUS HAYKU U TEXHHUKHU
WH(pOPMAIIMOHHBIX TEXHOJOTHM, TEXHUYECKUX M MPOTPAMMHBIX CPEJICTB, & TAK)KE CPEJICTB H
Mep 3alUThl HHOOPMAIIUH.

5.15 Crhenuanu3anus u mpodhecCHOHATN3M.

[IpenmonaraeT mpuBIeUYEHUE K pa3pabOTKE CPEICTB M peaju3allid MEp 3alluThI
nH(popMauK CrenUaTu3uPOBAHHBIX OpPraHU3AIMH, JTUIEH3UPOBAHHBIX HA OCYIIECTBIICHHUE
JESTEIIBHOCTH TI0 00€CIeueHnI0 0e30MmacHOCTH WH()OPMAIMOHHBIX PECYPCOB, MMEIOIIHX
MPAKTUYCCKUH OTBIT PadOTHI M TOCYAAPCTBEHHYIO JUICH3UIO HAa TIPABO OKa3aHUsS YCIyT B
3TOM oOjacTu. Peanmmzarusi agMUHHUCTPATHBHBIX MEp W DKCIUTyaTallds CPEJCTB 3aIlUTHI
JOJDKHA  OCYIIECTBIATHCS  MPOGECCHOHATBHO  MOATOTOBJICHHBIMU  CIEIHATUCTAMU
Yupexnenus

5.16 O06s3aTeNBHOCTH KOHTPOJIS.

[IpeanonaraeT 00s3aTeTBHOCTh W CBOCBPEMEHHOCTH BBISBJICHHS W TpPECEUCHUS
MIOTIBITOK HapYIIEHUSI YCTAHOBJICHHBIX MPaBUJI, 0OecTieYeHHsT 0€30IMacHOCTH WH(OPMAIIHH,
Ha OCHOBE WCIIOJIB3YEMBIX CHCTEM U CpeAcTB 3amuThl uHpopmaruu. KoHTposib 3a
JESATEeILHOCTD JIFOOOTO TOJIb30BATENs, KaXI0T0 CPE/ICTBA 3aIlUThl 1 B OTHOIICHUH JIF000TO
00BEKTa 3aIUTHI JOJKEH OCYIIECTBISATHCS Ha OCHOBE NMPUMEHEHHS CPEJICTB OTIEPATHBHOTO
KOHTPOJISI M PETUCTPAllMA W JOJDKCH OXBAaThIBaTh KaK HECAHKIIMOHUPOBAHHBIC, TaK W
CaHKIIMOHUPOBAaHHBIC ACHCTBUS ToOJib30Bareneil. Bmecte ¢ tem, addexTtuBHas cucrema
obecrieueHnst uH(pOpMaMOHHOK Oe3omacHOCTH TpeOyeT Haauyus aJeKBaTHOW W
BCeOOBEMITIONIEH WH(POPMAIIMM O TEKYIIEM COCTOSHUU MPOIECCOB, CBS3aHHBIX C
IBWOKCHHEM HWH(GOPMAIMA W CBEICHUW O COONIOJACHWM YCTAHOBJICHHBIX HOPMATHBHBIX
TpeOOBaHUM, a Tak)Ke TOMOJHUTEIbHON MH(POpMAINK, UMEIOIIEH OTHOIICHHE K TIPUHSATHIO
peLICHUI.

5.17 Henocratku cucteMbl oOecrieueHuss WHQOPMAIMOHHONW  OE€30MMacCHOCTH,
BBISIBJICHHBIC COTPYIHUKAMHU YUPEXKACHUS WIM OT/AeNIa JOJKHBI HEMEIJICHHO JIOBOJIUTHCS
JI0 CBEJICHUSI PYKOBOIUTENICH COOTBETCTBYIONIETO YUPEKICHUS U OTICPATUBHO YCTPAHATHCS.

6. Mepbl, MeTOABI W CpeacTBa obOecmeveHHss TpPedyeMOoro YypOBHS
3alUIIEHHOCTH HHPOPMAIIMOHHBIX PECYpPCOB.
[Ipenmomaraercsi,  4TO  HECAaHKUMOHUPOBAHHBIM  JOCTYm  HAa  OOBEKTHI

MH(OPMALIMOHHON 0€30MacCHOCTH MOCTOPOHHUX JIHI] MCKIIOYaeTcs MepaMu (U3HuecKon
3aIUTHI.

6.1 Bce w™epsl oOecrieueHuss 0€30MACHOCTH HMH(POPMAIMOHHOW  CUCTEMBI
VYupexxaeHus: _ MOApa3IesIFoTCs Ha CIIEAYIOIUE BHUIbI:

— MIPaBOBEIC;

— MOpPAJIbHO — 3TUYECKHUE;

— TEXHOJIOTUYECKHUE;

— OpTaHU3allMOHHEIC;

- busnueckue;

— TEXHUYECKHE.

6.2 IlpaBoBsle.

K ganmHOMY BHIYy Mep 3almIUTBl OTHOCATCS JCWCTBYIOIIME 3aKOHBI, YKas3bl,
HOPMATHBHBIE aKThl, COTJIAIICHUS, PETIAMEHTUPYIONINE TIpaBuja oOpamieHus ¢
uHpoOpMaIMel, 3aKpeIUIsIoNnIe MpaBa M OOS3aHHOCTH YYAaCTHUKOB HH(OPMAIIMOHHBIX
B3aMMOJICUCTBUH B TIporiecce 0OpabOTKM M HCIIOJIb30BaHUM, a TAK)KE YCTaHABIIMBAIOIIHE
OTBETCTBEHHOCTH 32 HAPYIICHHSI STUX MIPABHII.
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JlaHHBIE MEPBI HOCAT B OCHOBHOM YIPEXKIAIOUINE XapaKTep U TPEOYIOT MOCTOSHHON
Pa3bACHUTENBHOU PabOTHI C MOJIB30BATEISIMHU.

6.3 MopanbHO — STHYECKHE.

K nanHoMy By Mep 3allIUTBl OTHOCSITCSI HOPMBI IOBEICHUSI, KOTOPBIE TPAAUIIMOHHO
CJIOKHWINCH WM CKJIAJBIBAIOTCS 110 MEPE PACIPOCTPAHEHUS HH(POPMALIMOHHBIX TEXHOJIOTUI
B 00IIIECTBE.

Jlannbie Mepbl OoJiblliell YacThIO HE SBISIIOTCS 00s3aTeIbHBIMHM, OJHAKO, HX
HecoOJI0IEHUE MOKET MPUBECTU K CEPhE3HBIM MOTEPSM MH(OPMAIIMHN U HEMPEICKa3yeMbIM
MOCJIEJICTBUSIM.

6.4  TexHojoruveckue.

K ganHoMy BHy Mep 3alIUThl OTHOCSITCSI PA3HOTO PO/ia TEXHOJIOTHYECKUE PEIICHUS
U TIpUEMbl, HaIMpaBJCHHbIE HAa YMEHBIICHHE BO3MOXXHOCTH COBEPILEHUS COTPYIHUKAMU
VYupexienus omnOoK U HapyIICHU B paMKax MPEeA0CTaBICHHBIX UM IPaB U MOJHOMOYHUH.

6.5  OpraHuzanuoOHHEIE.

K nanHomy Buay Mep 3alllMTBl OTHOCATCS MEpbl OpPraHU3alMOHHOTO XapakTepa,
pEerIaMeHTUPYIOIINE TpolecChl  (PYHKIMOHUPOBAHUSI CUCTEMBI OOpaOOTKU JIaHHBIX,
UCIOJIb30BAHUE €€ PECYPCOB, JAEITENbHOCTh OOCITY)KHMBAIOIIEr0 IEpCcoHaja, a TaKkKe
MOPSAZIOK B3aUMOJCHCTBUS TOJB30BATENCH C CHCTEMOM  TakuM oO0pa3oMm, 4YTOOBl B
HauMOOJBIIEH CTENMeHU 3aTPYJHUTh WM HCKIIOYUTH BO3MOXKHOCTH pealn3allidl yrpo3
0€30MacHOCTH.

['maBHOM 1ENbIO OpPraHU3alMOHHBIX MEp, TMPEANPUHUMAEMBIX Ha BBICIIEM
YIOPaBIEHYECKOM YpPOBHE — Cc(HOpPMHpPOBAaTH MOJUTUKY B 00JacTH OOecredeHus
6e3omacHOCTH MHGOPMAIMM U OOECTEUUTh €€ BBINIOJIHEHUE, BBIAETSAS HEO0OXOAUMbIe
TeXHUYECKHe, (PMHAHCOBBIE M YEJIOBEUECKHE PECypChl, a TaK K€ MOCTOSHHO KOHTPOJIUPYS
COCTOSIHUE JIETT.

6.6  YpoBHHM MOJUTHKHU oOecriedeHHs 6€30TacCHOCTH HH(OPMAIUN

[Tonmutuka B oOnactu obecriedyeHUs: Oe30MacHOCTH WHGOPMAIMK B YUPEKICHUS
paz/iesieHa Ha JBa YPOBHSI:

— BEPXHHIL;

— HIDKHUU.

K BepxHemy ypoBHIO TIOJMTHKKA oOecriedeHuss Oe3omacHOCTH UWHGOpMaIuu
OTHOCSITCSl peUIeHHs] PYKOBOJICTBA, 3aTPAaruBaIOIIME JIEATEIbHOCTh YUPEKIACHHUS B LEIOM.
Ha nanHom ypoBHe 4eTko ompenaensieTcs chepa BIUSHUE U OTPAaHUYCHUS TIPH OIpEIeTICHUN
nesneil 6e30macHOCTH MHGOPMALMK, ONpPEAENIOTCS PECYpChl, ¢ MOMOIIbIO KOTOPBIX OHU
OyayT nocTUrHyThl. HaxonuTcs KoMnpoMuce Mexay NpueMiIeMbIM YPOBHEM 0€30MacHOCTH
1 QYyHKIIMOHAIBHOCTBIO.

Ha HmwkHeM ypoBHE MOJUTUKM oOecrieueHus Oe30macHOCTH HMHGOpMaUU
OTIPENeNSIIOTCS MPOLIEYPhl M MPaBUIIa TOCTHIKEHHS 1IeNIel U peleHnid 3a1a4 6e30MacHOCTH
uHpOpMAITIH.

6.7 Jocryn momnb3oBaTeneii K pabore ¢ OOBEKTaMH HMH(DOPMALMOHHON
0e30macHOCTH YUpexXJeHUs U JIOCTYIl K HX pecypcaM JOJDKEH OBbITb CTpOTo
pernameHTUpoBaH. JIoOble M3MEHEHMsI COCTaBa W TMOJTHOMOYMM MOJIb30BaTENECH OJIKHBI
MPOU3BOJIUTECS YCTAHOBIEHHBIM TOPSAKOM, COTJIACHO PpETJIaMEeHTa MPEeA0CTaBICHUS
JOCTYyTa MOJIb30BATEIIEH.

6.8 Bce corpymHukm VYupexkIeHUs, 3aperuCTPUPOBAHHBIE KaK JerajbHbIC
nonb3oBarenu ECKC VYupexaeHus NOKHBI HECTH TMEPCOHAJIBHYIO OTBETCTBEHHOCTH 3a
HapyUIeHUs] YCTAHOBJIEHHOTO TOpsAAKka o00paboTku uHGOpPMALMK, TNPABUI XpaHEHUS,
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WCTIOJIb30BAHMS U TIEpEAayy, HAXOMSIMIUXCA B UX PACIOPSHKECHUH 3alIUIIAEMBIX PECYPCOB
CUCTEMBL.

6.9 Ilomrexamue 3ammTe PeCypChl CUCTEMBI MTOAJICKAT CTPOTOMY yUETY.

6.10 Bce Heucnonp3yeMble B paboTe yCTpOHCTBa BBOAa — BBIBO/Ia HH(OpPMALIUK Ha
pabouux MecTaX COTPYAHHKOB, padoTarouux ¢ KOH(PUIAEHIMATLHONH HHpOpMaIIKEH,
JOJKHBI OBITH MO BO3MOXHOCTHU OTKIIIOUEHBI, HE HYXHBbIE JJisi paboThl MpOrpamMMHbIC
CpEeICTBAa U TaHHBIE C IUCKOB TaKXKe JOJDKHBI OBITH y/IaICHBI.

6.11 B kommoHeHTaXx 00BEKTOB MH(OPMAIMOHHON 0€30MacHOCTH YUpEeKICHUS U
Ha pabo4yMX MecTax MOJb30BaTeNe JOJKHBI YCTAaHABIMBATHCA M MCIOJIB30BATHCS TOJBKO
JUICH3WOHHBIE TPOTPAaMMHBIE  CPEJICTBA, TMPOMIEAIINE AHTUBUPYCHYIO IPOBEPKY.
Hcnonb3oBaHue nMporpaMMHOTO 00eCrieYeHUsl, He MPOIIESAIIEro MPOBEPKY U HE YUTECHHOIO
B YUpexaeHUs, TOJKHO ObITh 3alPEeIeHO.

6.12 Tlomp3oBaTrenu OOBEKTOB HWH(POPMAIMOHHONW OE30MAaCHOCTH Y UpEeKICHUS
JOJDKHBI OBITH 03HAKOMJICHBI CO CBOMM YPOBHEM ITOJTHOMOYHMA, a TaK)KEe OpTraHU3allHOHHON
— pacnopsAIUTENbHON, HOPMATUBHOM, TEXHUYECKOW U 3KCILTyaTallMOHHON JOKYMEHTAIUEH,
omnpeensoel TpeboBaHus U TOPAI0K 00paboTku nHPOpPMAIIK B YUPEKICHUU.

6.13 Jlns HemocpencTBEHHOW opraHu3amud M 3PGEeKTUBHOTO (YHKIIHOHUPOBAHUS
CUCTeMBbl oOecrieueHUus HH(POPMAIMOHHONW O€30MacCHOCTH, HCKIIYAIONIe BO3MOKHbIE
KOH(MIUKTHI MHTEPECOB, B YUPEKICHUH IIeeco00pa3HO BBECTU CEKTOp MO oOecreueHue
MH(OPMALIMOHHON 0€30MaCHOCTH, C YTBEPKIECHUEM HEOOXOJUMOM IITATHOW YMCIEHHOCTU
CHEIHAINCTOB, H BO3JIOXKEHHEM Ha HUX COOTBETCTBYIONINX (DYHKIIUI U 3a/1a4.

6.14 Joboe TpyOboe  HapylIeHHME TIOpsSAKa W TPaBWI  TOJb30BaHUS
WH(OPMAIIMOHHBIMU pecypcaMu  YUpekJeHUsl JOKHO paccienoBaThesi. K BUHOBHBIM
MPUMEHSTHCS aIEKBAaTHBIE MEPBI BO3/ICHCTBHUSI.

6.15 [ns peanuzanuu MpUHIMIA TEPCOHAIBHON OTBETCTBEHHOCTHU IMOJIb30BaTENICH
3a CBOM JICMCTBUSA HEOOXOIUMBI:

— WupuBumyansHas WASHTH(QHUKAIWS TOJIb30BaTeNed M MHUIIMHUPOBAHHBIX UM
IIPOLIECCOB;

- [IpoBepka NOMJIMHHOCTH IOJIB30BATENCH HAa OCHOBE IMApOJIEH, KIIOYEW Ha
Pa3IM4YHON OCHOBE U T.[I.;

— Peaknuss Ha TmOMBITKE HECAaHKIMOHHPOBAHHOTO JIOCTyNa (CHUTHATHM3AINS,
OJIOKUPOBKA U T.1I.)

6.16 [ns  oOecneuenuss  WHPOPMANMOHHOW  O€30MACHOCTH  YUPEXKICHUS
WCIIOJIB3YIOTCSI CIEAYIOIINE CPEICTBA 3AILUTHI:

- ¢busnueckue;

— TEXHUYECKHE;

— CpeAcTBa UACHTU(UKAIIMY U ayTeHTU(UKAIIUN TTOJTB30BaTENeH;

— CpEeJICTBA Pa3rpaHUYCHUS TOCTYIIA;

— cpencTBa obecreyeHus: KOHTPOJIS U LIETTIOCTHOCTH;

- CpeZCTBa OMEPATUBHOIO KOHTPOJIS M PErHCTpaIMy COOBITHI 06€30MacHOCTH,

— Kpunrorpapuyeckue cpesicTBa.

6.17 TexHUYeCcKHe MEpbI 3aIIUTHI.

OcHOBaHBI Ha UCTIOJB30BAHUH PA3JTMYHBIX JJIEKTPOHHBIX YCTPOUCTB M CIICIIMATBHBIX
MPOTPaMM H BBITIOTHSIOMINUX (PYHKIIUU 3aIIHUTHI.

6.18 cpeacTBa pasrpaHuueHUs JOCTyIa
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B nemsx mpepotBpamienust paboTel ¢ 00beKTaMi MH()OPMAIIMOHHON 0€30MacHOCTH
VYupexaeHus: MOCTOPOHHUX JIUI], HEOOXOJUMO OOECHEYUTh BO3MOKHOCTh PacloO3HaBaHUS
Ka)XJIOTO JIEraJIbHOTO TOJIb30BaTEJIsl.

6.19 cpencrBa uaeHTU(GUKAIIUY U ayTEHTU(DHUKAIIUK TTOJTB30BaTEIICH

30HBI OTBETCTBEHHOCTH W 3aJa4d KOHKPETHBIX TEXHUYECKUX CPEJICTB 3allUTHI
YCTaHABIIMBAIOTCS HUCXOJS U3 HMX BO3MOKHOCTEH W HKCIUTyaTallUOHHBIX XapaKTEPUCTHK,
OIMHMCAHHBIX B IOKyMEHTAIIMH HA JaHHBIC CPEJICTBA.

6.20 CpenctBa obecriedeHus ETOCTHOCTH

CpenctBa obecrieueHusi II€JIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB Cpe/CTBa
pPE3epPBHOTO  KOMHMPOBAHUS, NPOrpaMMbl  AHTHUBUPYCHOM  3alllUThI,  MPOTPaAMMBbI
BOCCTAHOBJICHUS IIEIOCTHOCTH OTIEPAIIMOHHON Cpe/Ibl U 0a3 TaHHBIX.

6.21 cpencTBa ONMepaTUBHOTO KOHTPOJIS U PETUCTPAIIUU COOBITHI O€30MTacCHOCTH

CpenctBa KOHTPOJIS LEIOCTHOCTH MH(OPMAIMOHHBIX OOBEKTOB WH(MOPMAIIMOHHOM
0e30macHOCTH  YUpeKIeHUs MpeaHa3HA4YeHbl I CBOEBPEMEHHOTO OOHApyKEHUS
MOMU(DHUKAIIMN WM HMCKaXEHUS pecypcoB cucTeMbl. OHHM TIO3BOJISIOT 00€CIeunBaTh
MPaBWIBHOCTh (DYHKIIMOHUPOBAHMSI CHCTEMBl 3alllUTHl M IIEJIOCTHOCTh XPaHUMOW U
obOpabaTeiBaeMOl HH(MOPMAIIUH.

CpenctBa OOBEKTUBHOTO KOHTPOJS JOJDKHBI 00ecleunBaTh OOHApy)XEHHE W
pETUCTpaINIo0 BCEX COOBITHIA, KOTOpPBbIE MOTYT MOBIIeYb 3a co0o0i Hapymenue Konuenuuu
Wb u npuBecTH K BOSHUKHOBEHUIO KPU3UCHBIX CUTYALUH.

[Ipu peructpanuu coOBITHH 0€30MACHOCTH B JKypHaJIE€ MODKHA (UKCUPOBATHCS
cienyrotast tHhoOpMaIus:

— JaTa v BpeMs COObITHS,

- UACHTUPUKATOP CyOBEKTa, OCYLIECTBIISIIONINI perucTpupyeMoe 1eiCTBUE;

— TIIEUCTBHE.

6.22 kpunrorpaduyecKkue CpeicTBa

Bce cpenctBa kpunrorpagudeckor 3amuThl HHPOPMAIMU B YUPEKACHUS JTOKHBI
CTPOWTBHCS HAa OCHOBE 0Aa3MCHOTO KPUMNTOTpaduIecKoro siapa, MpOIIe/IIero BCeCTOPOHHNE
WCCIICIOBAHUS CIICITUATM3NPOBAHHBIMU OPTaHU3AIIUSIMH.

6.23 VYmpaBnenne cucremMod — oOecreyeHus:  0e30MacHOCTH  MHGOpMaLUU
MPEICTaBIsieT COOOW IIeJICHANPaBICHHOE BO3JCHCTBHE HA KOMIIOHEHTHI CHCTEMBI
oOecrieyeHusi O€30MaCHOCTU C IENbIO JIOCTIDKEHUS TpeOyeMmbIX IMoKazaTtelell U HOpM
3aMIUIICHHOCTH OOBEKTOB WH(OPMAIMOHHON 0€30MacHOCTH YUPEeKICHUS B YCIOBUAX
peau3aluu OCHOBHBIX YTPO3 0€30MaCHOCTH.

6.24 KoHTpoab 3p(HheKTUBHOCTH 3aIUTHI

KouTtpons 3ddexTuBHOCTH 3ammTbl HHPOPMAIMU OCYIIECTBISECTCS C IEIBIO
CBOCBPEMCHHOT'O BBISBIICHUS W TPEIOTBPAIICHUS yrpo3 Oe3omacHOCTH. KOHTpoJab MOXKeT
MPOU3BOJIUTHCS KAaK OTBETCTBEHHBIM COTPYAHHKOM 3a WH(OPMAIMOHHYIO 0€30MacHOCTh
YupexaceHus, TaKk W MPUBICKAEMBIMH JJIS 3TOH WENH OPTraHU3alUsIMU, WMEIOIIUMU
JIMIICH3HIO HA ATOT BUJI JCSITEILHOCTH.

7. IHopsanok yrBepxkaeHNsi, BHECEHUsS] U3MEHEHHI U J0IOJTHEHU

7.1  Hacrosmias [Tonutuka b BcTynaet B 3aKOHHYIO CUITY C 1aThl yTBEP KICHHUS.

7.2  V3MeHeHMS M TOMOJHEHUS B HACTOSILYIO [I0UTHKY BHOCSATCS IO MHUIIUATHBE
PYKOBOJCTBA Y UPEKICHUS, 3aMECTUTEIIS TUPEKTOpa

7.3 Ilepecmotp Ionutuku Ub npoussoautcs ue pexe 1 pasza B roa.
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7.4 B ciyyae BCTYIUICHUSI OTHAENbHBIX IYHKTOB B MPOTUBOPEYHE C HOBBIMU
3aKOHOJATEeNIbHBIMU aKTaMH B cpepe MHPOPMAIMOHHBIX TEXHOJIOTHH - 3TH MyHKTHI JaHHOU
KOHLIEIMY YTPAauMBalOT IOPUIUYECKYIO CHUJIy 1O MOMEHTa BHECEHHS H3MEHEHHU B
Hacrosuyto [Tomutuxky Ub.

7.5 TpeboBanms Ilomutukum Wb MoryTt pa3BuBaThCS JPYTMMH BHYTPECHHUMU
TOKYMEHTAaMH Y UpEKICHUSA, KOTOPHIEC JOMOJHSIOT U YTOUHSIOT €€.
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